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Background — dependency 

 Dependency relationship 
(call and data flow relationship)   Software quality

 1. Software complexity 
 2. Cohesion and coupling

 Requirements dependency 
  Requirements relate to and affect each other  
  (Similar_to, Constraints, Precondition)

 1. Change propagation 
 2. Create technical dependency
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Background — network analysis!

  Network analysis 
 Originate from social sciences 
 Network measures 

  Signify the node’s position with respect to other nodes 
  Centrality 

 Software engineering 
  Call and data flow relationship, Collaboration when fixing 

bugs, Communication through e-mail, etc. 
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Motivation!

  Apply network analysis on requirements 
dependency 

  Investigate requirements dependency network 
from the standpoint of software quality
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 Requirements dependency   Software quality

Network analysis

Motivation!

Integration bugs  
(Connections or  interactions  

between  software components)

 Can Requirements Dependency Network  
Be Used as Early Indicator of  
Software Integration Bugs?
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Motivation — research questions!

  Correlation 
 Q1: Do network measures on requirements 

dependency network correlate with the number of 
bugs? 

  Prediction 
 Q2: Can network measures on requirements 

dependency network be used to predict the 
number of bugs? 
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Methodology!
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Requirements  
dependency

Software  
integration  
bugs

Build requirements 
dependency network,  
Compute network  
measures for  
each requirement

Methodology — network construction  

 Network : model requirements dependency  
 Nodes : requirements 
 Edges : dependencies between two requirements 
 Precondition, Constraint and Similar to 

  Change propagation 
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Methodology — network measures !

  Network Measures 
 Signify the requirements’ position with respect 

to other requirements 
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Methodology!

Requirements  
dependency

Software  
integration  
bugs

Build requirements 
dependency network,  
Compute network  
measures for  
each requirement

Establish association  
between bugs and  
requirements,  
Count bug number for  
each requirement
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Methodology — bug association !

  Establish association between bugs and 
requirements 
 Three practitioners with different background 
 Three steps, interviews to discuss differences 

  Why not automated support? 
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Requirements  
dependency

Software  
integration  
bugs

Build requirements 
dependency network,  
Compute network  
measures for  
each requirement

Establish association  
between bugs and  
requirements,  
Count bug number for  
each requirement

Degree, NetMsr2, NetMsr3, …,NetMsrn
BugNum

Degree, NetMsr2, NetMsr3, …,NetMsrn

D egree, NetMsr2, NetMsr3, …,NetMsrnBugNum

BugNum
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Methodology — correlation!

  Q1: Do network measures correlate with the 
number of bugs? 
 Spearman correlation analysis 
 Relationship between requirements and bugs, 
    e.g. requirements with higher degree have larger number 

of bugs 

Req1 Degree1! Net Msr12! Net Msr13! …! Net Msr1n!

Req2 Degree2! Net Msr22! Net Msr23! …! Net Msr2n!

ReqX Degreex! Net MsrX2! Net MsrX3! …! Net MsrXn!
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BugNum1 Req1!

BugNum2 Req2!

……!

BugNumX ReqX!

Methodology — prediction!

  Q2: Can network measures be used to predict 
the number of bugs? 
 Regression analysis 
 Predict bug number for each requirement 

16 

?
16 

BugNum1 Req1!

BugNum2 Req2!

……!

BugNumX ReqX!

Req1 Degree1! Net Msr12! Net Msr13! …! Net Msr1n!

Req2 Degree2! Net Msr22! Net Msr23! …! Net Msr2n!

ReqX Degreex! Net MsrX2! Net MsrX3! …! Net MsrXn!
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Methodology — prediction (Cont’d)!

  Q2: Can network measures be used to predict 
the number of bugs? 
 Data splitting: 2/3 to build model and 1/3 to measure 

its efficacy, 50 random splits 

 Multi-collinearity: correlation between degree and 
closeness is 0.48, Variable Inflation Factor (VIF) 

 Evaluate explanative power: R-Square 

 Evaluate predictive power: Mean Squared Error 
(MSE) and Spearman correlation coefficient 
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Results — experimental projects!

  Experimental projects 
 Medium-sized software organization in China 
 Achieved CMMI maturity level 4 
 Qone product, released in 2004 and 13 versions 
 Two versions for experiment 
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Results — correlation!

  Q1: Do network measures correlate with the number 
of bugs? 
  Spearman correlation analysis 
  Relationship between requirements and bugs, 
    e.g. requirements with higher degree have larger number of 

bugs 

  Q2: Can network measures be used to predict the 
number of bugs? 
  Regression analysis 
  Predict bug number for each requirement 
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Results — high correlation coefficient!

  [-1, +1], negative – positive 
  +/- 0.5, significant correlation 
    +/- 0.7, strong correlation 

  Significant correlations for 
most measures 

  Central requirements are 
more bug-prone 
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Results — correlation for different dependencies!

  Among Precondition, 
Constraints and 
Similar_to, Constraints 
dependency exerts 
highest correlation 

  Reason: 
  Involve call and data flow 

dependency relationship 
when propagating to code 
level 
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Results — prediction!

  Q1: Do network measures correlate with the number 
of bugs? 
  Spearman correlation analysis 
  Relationship between requirements and bugs, 
    e.g. requirements with higher degree have larger number of 

bugs 

  Q2: Can network measures be used to predict the 
number of bugs? 
  Regression analysis 
  Predict bug number for each requirement 
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Results — predictive performance!

  Low MSE(Mean Squared 
Error) 

 High accuracy 
  difference between 

predicted and actual 

  High Spearman 
correlation coefficient 
 High sensitivity 
  Increase in predicted 

accompanied by increase 
in actual 
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Results — significant predictors!

  Significant predictors for bug number 
 WeakComp-Out, Closeness-In and Betweenness-

Un 
  Over 80% of the 50 random splits, p-value for these 

measures are less than 0.05 

 Central requirements are more bug-prone 
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Conclusions — correlation!

  Answer for Q1: Do network measures correlate 
with the number of bugs? 
 Most of network measures significantly 

correlate with bug number 

 Constraint type of dependency contributes 
more to bug indication 
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Conclusions — prediction!

  Answer for Q2: Can network measures be used 
to predict the number of bugs? 
 Network measures can predict bug number 

with high accuracy and sensitivity 

 WeakComp-Out, Closeness-In and 
Betweenness-Un are the significant predictors 
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Conclusions — contribution!

  Requirements dependency network can be used 
as an early indicator of software integration bugs 
 Resource allocation and decision making 

  Utilizing information already present in 
requirements phase and provide early estimate 
regarding software quality 

29 

Agenda!

 Background & Motivation 
 Methodology 
 Results 
 Conclusions 
 Future work 

30 



16 

Future work!

  Replicate the study with other commercial 
and open source software projects 

  Conduct cross-project prediction 
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Future work (Cont’d)!

  Explore other requirement-related indicators 
for software bugs 
  Implementation relationship between requirements and 

program elements 
  Dependency weighting schema 
  Communication structure within requirement teams 

  What is it that makes the central requirements 
more bug-prone? 
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